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Basic Building Blocks of a ICT based WAMPAC 
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ÅA WAMPAC system 
typically consists of the 
following building blocks 
ïSynchronized 

Measurement Units (SMU) 
such as Phasor 
Measurement Units (PMU) 

ïData Concentrators (DC) 

ïApplication software and 
servers (APPS) 

ïA supporting Wide-Area 
Network (WAN) 

 SMU_1 SMU_n 

DC APPS 
 

WAN 



WAMPAC Example 
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Å Generally, current SMUs are devices located at substations and 
power plants that provide high accuracy time-stamped (< 1 ms) 
measurements including 
ï Synchrophasors ï positive sequence voltage and current phasors 

ï System frequency f and df/dt 

ï Analog signals 

ïDigital signals 

ï Other derived quantities: P, Q, harmonics, etc. 

Å May also include many other functions 
ïEvent detection 

ïLocal data storage 

ïAnd so on 

Å In the future, SMUs may not be limited to only provide 
synchronized measurement, but also control functions 

Synchronized Measurement Units - SMUs 
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ÅA critical building block in a SM-based WAMPAC 
system ï highly application/system dependent 

 
ïLocations 
ÅSubstations, power plants, etc. 

ÅControl centers 

ÅOther locations 

ïMain functions 
ÅData alignment  

ÅData aggregation 

ÅData forwarding 

ïCommunicate with 
ÅPMUs only 

ÅPMUs and other DCs 

ÅOther systems such as EMS/SCADA system 

 

WAN/LAN 

SMU_1 SMU_n 

DC 

APPS Z APPS A 

é é 

é é 

Data Concentrators 
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Å Data Concentrators may include other functions such as 
ï SMU/PMU management 

ï Data storage 

ï Event detection and archiving 

ï Some processing functions such as 
Å Missing data detection 

Å Data format conversion 

Å Data rate conversion 

Å Data repacking and forwarding 

Å And so on 

Å Data Concentrators may also include some application 
software 
ï Simple ones for retrieving/displaying stored data 

locally/remotely 

ï More complicated application software tools and programs 
Å Small PMU system 

Å Simple applications 

 

WAN/LAN 

SMU_1 SMU_n 

DC 

APPS Z APPS A 

é é 

é é 

Data Concentrators (cont.) 
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ÅSM application software and servers are those that 
utilize the SMU data and other measurement data to 
accomplish certain tasks 
ïOffline applications 
ÅE.g., postïdisturbance analysis, benchmarking and validation of 

system models 

ïOnline real-time applications 
ÅPhase angle monitoring 

ÅVoltage stability assessment 

ÅLine thermal limit monitoring 

ÅAnd so on 

ÅThere are some application software and servers that 
are available, but more development are needed! 
ïDefine application requirements 

ïCustom development 

Application software and servers 

7 



ÅA SM-based WAMPAC system must be supported by a 
wide-area network (WAN) with 
ïSufficient bandwidth 

ïAdequate latency 

ïDesired reliability level 

ïHigh cyber security levels 

 

ÅThe supporting communication network may need to 
provide communications for part or all of the followings 
ïWithin substations 

ïBetween substations 

ïBetween substations and control centers 

ïBetween control centers 

Supporting communication network (1) 
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Å A supporting communication network could be 

ïA dedicated network 

ïA shared network, e.g. using Internet 

Å Typically uses a mixture of communication media and protocols 

ïComm. Media: Fiber optic, copper wires (twisted, coaxial, phone 
lines, etc.), microwave, radio, power line carrier, satellite, and so 
on 

ïProtocols: Ethernet, IP, TCP, UDP, DNP, ICCP, RS-232, RS-
485, IEC 61850, IEEE C37.117, ATM, Frame Relay, MPLS, 
VPN, proprietary protocols, etc. 

Å May use different network architectures 

ïStar, ring, p2p, meshed, é é 

Å May interface with other networks 

ïFor example: Corporate IT network 

Supporting communication network (2) 
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Communication networks using mixture of communication media 

and protocols (1) 
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Communication networks using mixture of communication media 

and protocols (2) 
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Communication Latency 
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Outline 

Å FlexNet Project 

 

Å GB Transmission Network 

 

Å WAMPAC and SMT 

 

Å FlexNet WAMS 

 

Å WAProtector System 

 

Å Monitoring of Inter-Area Oscillations 
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ÅPart of the SUPERGEN consortium, which 
is addressing the challenges of the Great 
Britain (GB) power network transitioning to 
a low carbon energy system, with a 
particular emphasis on network flexibility 

 

ÅMain goal of one of the Work Packages of 
the FlexNet project was a practical 
demonstration of a WAMPAC system.  
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FlexNet Project 

 



Å mature highly interconnected 

system comprising urban rings 

of 275 kV overlaid with the 

400 kV Supergrid 

Å need to construct new HVDC 

circuits and upgrade the AC 

network with FACTS devices 

Å challenges: 

ïcarbon reduction 

ïincorporating large scale 

renewable energy 

ïimproving demand side 

management capability 
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GB Transmission Network 



Å Phasor Measurement Units 

(PMU) 

 

Å Phasor Data Concentrators 

(PDC) 

 

Å Application Software (AS) 

 

Å Communication Networks (CN) 
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WAMPAC and SMT Technology 

Main Building Blocks 



ÅThree SEL-451 PMUs 

equipped with GPS receivers 

have been deployed at three 

universities along the UK to 

monitor local voltages  
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FlexNet WAMS 

Phasor Measurement Units 



ÅWAProtector ï a Data 
Concentrator (DC) 
system located in 
Ljubljana, Slovenia 

 

ÅThe data from the UK is 
collected over the 
Internet (TCP/IP 
protocol) 
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WAProtector System 

Location 



ÅWeb-based 

interface allowing 

access to the 

application from 

any place in real-

time 
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WAProtector 

Features and Characteristics 

ÅMain features: 

- Real-time monitoring (polar plots, 2D and 3D plots) 

- Data archiving (access to historical data, option to 

export data for further analysis outside the system) 



ÅLoss of generation 
causing a rapid change 
in phase angle followed 
by an inter-area 
oscillation 
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Monitoring of Inter-Area Oscillations 

Event captured on the 2nd November 2010 
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ÅUsing Improved Recursive Newton Type Algorithm (IRNTA) 
the frequency and damping ratio have been estimated 
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Monitoring of Inter-Area Oscillations 

Event captured on the 2nd November 2010 

Frequency of the oscillation Damping ratio of the oscillation 
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Wide Area State Estimation using SMT 

Outline 

Å Importance of State Estimation 

 

Å Benefits of SMT in State Estimation 

 

Å Inclusion of SMT in existing estimators 

 

Å State Estimation in Super Grids 

26 
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Wide Area State Estimation using SMT 

Importance 

Å Provides information of  not directly monitored areas  

Å Detects and eliminates bad measurements/data 

Å Possibility to update data base with estimated parameters 

 

STATE 

ESTIMATION 

- Contingency  

  Analysis 

- Security  

  Enhancement 

- Dynamic Security  

  Analysis 

- Optimal Power Flow 

- Simultaneous  

  Feasibility Test 

- Other Applications 
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Wide Area State Estimation using SMT 

Benefits of PMUs 

ÅMore Accurate Estimations  

 

ÅBetter Observability and Topology Estimation 

 

ÅHigher Measurement Redundancy 

 

ÅImproved Bad Data Detection 

 

ÅReal-Time Updated Network Parameters 
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Wide Area State Estimation using SMT 

Inclusion of SMT in Existing Estimators 

real time 

measurement of 

network parameters 
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Wide Area State Estimation using SMT 

Inclusion of SMT in Existing Estimators 
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Wide Area State Estimation using SMT 

Improved Accuracy 

Bus 1

Bus 2

Bus 3

Bus 4

Bus 5

Bus 6

Bus 7

Bus 8

Bus 9

Bus 10

Bus 11

Bus 12

Bus 13

Bus 14

Injected Power

Transferred Power

Voltage Magnitude

 PMU
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Wide Area State Estimation using SMT 

Improved Accuracy 

Actual Values Estimation  

From Load Flow Results No PMUs 3 PMUs (at 1,6,9) 

State ʻ ώǊŀŘϐ V [p.u.] ʻ ώǊŀŘϐ V [p.u.] ʻ ώǊŀŘϐ V [p.u.] 

Bus 1 0.0000 1.0600 0.0000 1.0602 0.0000 1.0603 

Bus 2 -0.0870 1.0450 -0.0859 1.0454 -0.0869 1.0452 

Bus 3 -0.2221 1.0100 -0.2211 1.0105 -0.2217 1.0104 

Bus 4 -0.1800 1.0177 -0.1798 1.0180 -0.1800 1.0180 

Bus 5 -0.1531 1.0195 -0.1535 1.0195 -0.1531 1.0198 

Bus 6 -0.2482 1.0700 -0.2472 1.0696 -0.2482 1.0703 

Bus 7 -0.2332 1.0615 -0.2325 1.0625 -0.2331 1.0618 

Bus 8 -0.2332 1.0900 -0.2326 1.0905 -0.2332 1.0899 

Bus 9 -0.2607 1.0559 -0.2594 1.0560 -0.2607 1.0562 

Bus 10 -0.2635 1.0510 -0.2611 1.0505 -0.2635 1.0513 

Bus 11 -0.2581 1.0569 -0.2565 1.0565 -0.2581 1.0572 

Bus 12 -0.2631 1.0552 -0.2622 1.0548 -0.2631 1.0555 

Bus 13 -0.2645 1.0504 -0.2636 1.0499 -0.2645 1.0507 

Bus 14 -0.2798 1.0355 -0.2787 1.0353 -0.2798 1.0358 
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Wide Area State Estimation using SMT 

Improved Accuracy 

Index Performance: 

2 2
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Å M = 100 Monte Carlo Simulations 

Å N = 27  Ą Number of Unknown States 

Case 

No PMUs 4.45 x 10-4  

3 PMUs (at 1, 6, 9) 7.42 x 10-7  
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Wide Area State Estimation using SMT 

Super Grids 
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Wide Area State Estimation using SMT 

Super Grids 

ÅThe local estimator in ñarea iò will estimate voltages at 

internal buses, boundary buses and external buses 

connecting ñarea iò by tie lines.  

 

ÅA coordination level is needed to eliminate the mismatch 

of estimated tie line power flows and estimated states in 

boundary buses 

 

ÅThe coordination level is used to correct the states in 

boundary buses, transferred powers in tie lines and to 

estimate the angle difference between slack buses. 
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ICT Implementation Aspects for Smart Grid Protection 

Intelligent Controlled islanding 

Å Introduction 

 

Å Tasks and Problems 

 

Å Our methodðspectral clustering 

 

Å Simulation 

 

Å Conclusions 

38 



ÅWhat is intelligent controlled islanding? 

ïSplit the whole power network into smaller 

islands when a large disturbance happens 

and the system integrity cannot be 

maintained any more 

ïA way to prevent and limit the occurrence of 

blackouts 

ïBased on WAMS information (PMU) 

ïOn-line corrective action 

39 

ICT Implementation Aspects for Smart Grid Protection 

Introduction of Intelligent Controlled Islanding 



ÅWhy to split? 

ïFrequency collapse, voltage collapse, 

cascading trips (flow transfer) , inter-area 

oscillations  

ÅWhere to split? 

ïA set of transmission lines to be removed 

ÅWhen to split? 

ïThe instant to implement the splitting action 

40 

ICT Implementation Aspects for Smart Grid Protection 

Introduction of Intelligent Controlled Islanding 



ÅTasks 

ïTo achieve stable islands 
ÅStatic stability: e.g. power balance 

ÅDynamic stability: generator synchronism, minimal 
power flow disruption 

ÅOther constraints (e.g. thermal limits) 

ÅProblems 

ïThe objective function is not obvious 

ïCombinatorial explosion of solution space 

ïNot fast and efficient enough 

41 

ICT Implementation Aspects for Smart Grid Protection 

Tasks and Problems of Intelligent Controlled Islanding 



ÅSpectral Clustering based Controlled 

Islanding (SCCI) 

ïConstruct a graph by objective function of 

intelligent controlled islanding 

ïModify the graph by constraints of intelligent 

controlled islanding 

ïRun spectral analysis of the graph 

ïFind the node clusters with minimal 

connection between them 
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ICT Implementation Aspects for Smart Grid Protection 

Our methodðspectral clustering 
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ICT Implementation Aspects for Smart Grid Protection 

Simulation-9 bus 

1

2 3

4

8

97

Load A Load B
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T2 T3

G1

G2 G3

65

G1

H1 = 47.28s

G2

H2=12.8s

G3

H3 = 6.02s

w23 

w12 w13 

1. Generator synchronism 

 

Min (dynamic coupling) 

2. Power flow disruption 

 

Min (active power exchange) 

0.72

0.851.63

1

3

4

5 6

7 8 9

0.37

0.82 0.58

0.75
2

0.28

0.22



44 

ICT Implementation Aspects for Smart Grid Protection 

Simulation-39 bus 

1
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ICT Implementation Aspects for Smart Grid Protection 

Simulation-39 bus 

Cutset 1 ×|Pij|(MW) Method 

(1) 8-9, 3-4,  3-18, 17-27 175.3 SCCI 

(1) 8-9, 3-4,  3-18, 17-27 175.3 

OBDD 

(2) 9-39, 3-4,  3-18, 17-27 179.0 

(3) 8-9, 3-4, 17-18, 17-27 331.2 

(4) 8-9, 3-4, 16-17 334.3 

(5) 9-39, 3-4, 17-18, 17-27 335.0 

(6) 9-39, 3-4, 16-17 338.1 

(7) 8-9, 2-3, 17-27 395.1 

(8) 9-39, 2-3, 17-27 398.8 

(9) 8-9,3-4, 3-18, 26-27 412.8 

(10) 9-39, 3-4, 3-18, 26-27 416.5 
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ICT Implementation Aspects for Smart Grid Protection 

Simulation-118 bus 
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ICT Implementation Aspects for Smart Grid Protection 

Simulation-118 bus 

Cutset 1 
ř|Pij | 

(MW) 
Cutset 2 

ř|Pij | 

(MW) 
Method   

(1) 15-33, 19-34, 30-38, 23-24 71.6 (1) 77-82, 96-97, 80-96, 98-100, 80-99 52.7 SCCI 

(1) 15-33, 19-34, 30-38, 23-24 71.6 (1) 77-82, 96-97, 80-96, 98-100, 80-99 52.7 

OBDD 

(2) 15-33, 19-34,30-38, 24-70, 24-72 73.5 (2) 77-82, 96-97, 80-96, 98-100,99-100 57.3 

(3) 33-37, 19-34, 30-38, 23-24 76.3 (3) 77-82, 82-96, 94-96,95-96, 98-100, 80-99 65.1 

(4) 33-37, 19-34, 30-38, 24-70, 24-72 78.1 (4) 77-82, 80-97, 80-96, 98-100, 80-99 65.9 

(5) 15-33, 19-34,30-38, 24-70, 71-72 83.2 (5) 77-82, 82-96, 94-96,95-96, 98-100, 99-100 69.6 

(6) 33-37, 19-34, 30-38, 24-70, 71-72 87.8 (6) 77-82, 80-97, 80-96, 98-100, 99-100 70.5 

(7) 15-33, 19-34,30-38, 24-70, 70-71 91.9 (7) 77-82, 96-97, 80-96, 80-98, 80-99 72.2 

(8) 33-37, 19-34, 30-38, 24-70, 70-71 96.6 (8) 77-82, 96-97, 80-96, 80-98, 99-100 76.7 

(9) 15-33, 15-19, 18-19, 30-38, 23-24 102.7 (9) 77-82, 82-96, 94-96,95-96, 80-98, 86-99 84.5 

(10) 15-33,15-19,18-19,30-38,24-70,71-72 104.5 (10) 77-82, 80-97, 80-96, 80-98, 80-99 85.4 
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ICT Implementation Aspects for Smart Grid Protection 

Simulation 

Case Method Timea(s) 

39-bus 
SCCI å0.004 

OBDD å11 

118-bus 

SCCI å0.11 

OBDD 
Ð; 

å10 = 6.0 + 4.0b 

a: Pentium 2.4GHz; 4G RAM PC; OBDDðVC6.0++ code, 

buddy package; SCCIðMatlab 7.0 code; 
b: Ð for 118-bus graph, 10s for simplified graph (6.0s for 

cutset 1 and 4.0s for cutset 2) 



ÅSpectral Clustering based Controlled 

Islanding 

ïAdaptive and flexible: different objective 

functions and different constraints ­ different 

graphs 

ïEfficient: O(n3/4)   
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ICT Implementation Aspects for Smart Grid Protection 

Conclusion 
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Wide Area Damping Control with FACTS Devices 

Outline 

Å Introduction ï Necessity to have a wide area monitoring and 

control system for future power networks 

 

Å (a) Wide area damping control with TCSC 

 

Å (b) Wide area damping control with HVDC 

 

Å Conclusions 

52 
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Wide Area Damping Control with FACTS Devices 

Future Networks 2020-2030 

HVDC circuit 

Re-conductor or re-insulate existing double circuit 

overhead line route 

Full re-build or new build double circuit overhead 

line route 

Series compensation (equipment located at 

terminal substations) 

PMU 

Planning: 

1. To facilitate inter-area oscillation 

monitoring  system 

2. To develop wide are damping controller 

using TCSC or HVDC 

PMU

PMU

PMU PMU

PMU

PMU

PMU
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Wide Area Damping Control with FACTS Devices  

Wide area damping control with TCSC 

Two area system with TCSC 
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Wide Area Damping Control with FACTS Devices  

Eigen value analysis under steady state (without damping controller with TCSC) 

Inter-area 

oscillatory 

mode 
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Wide Area Damping Control with FACTS Devices  

Damping controller design 
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physical concept of damping controller design with TCSC. 
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Wide Area Damping Control with FACTS Devices  

Eigen value analysis under steady state (with damping controller with TCSC) 

Inter-area 

oscillatory 

mode 

With the integration of damping 

control using TCSC, the damping 

of inter-area oscillatory mode has 

been improved 
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Wide Area Damping Control with FACTS Devices  

Simulation results  
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In order to provoke a poor damped inter-area oscillations, a three-phase short 

circuit  was simulated at one of two inter-tie lines, lasting from 10-10.1 s.  

Without TCSC damping 

control 

With TCSC damping 

control 
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Wide Area Damping Control with FACTS Devices  

Wide area damping control with HVDC 

Two area system with HVDC 
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Wide Area Damping Control with FACTS Devices  

Eigen value analysis under steady state (without damping controller with HVDC) 

Inter-area 

oscillatory 

mode 
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Wide Area Damping Control with FACTS Devices  

Damping controller design 

rVsV

physical concept of damping controller design with HVDC. 
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Wide Area Damping Control with FACTS Devices  

Eigen value analysis under steady state (with damping controller with HVDC) 

Inter-area 

oscillatory 

mode 

With the integration of damping 

control using HVDC, the damping 

of inter-area oscillatory mode has 

been improved 
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Wide Area Damping Control with FACTS Devices  

Simulation results 
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Without HVDC damping 

control 

With HVDC damping 

control 

In order to provoke a poor damped inter-area oscillations, a three-phase short 

circuit  was simulated at one of two inter-tie lines, lasting from 10-10.1 s.  
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Wide Area Damping Control with FACTS Devices  

Conclusion 

1. The TCSC and HVDC damping controllers can 

significantly improve the damping of the inter-area 

oscillation mode. 

2. Modal analysis and real time simulations are 

complementary methodologies for damping controller 

design. 
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ICT Implementation Aspects for Smart Grid Protection 

Outline 

Å Introduction 

 

Å Corrective Control Scheme (CCS) 

 

Å Disturbance Monitoring Scheme 

 

Å Intelligent Control Islanding 

 

Å Scheme Proposed 
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ÅBlackouts are disastrous phenomena (economic 

consequences) ; 
ïNE North America (14-Aug-03), European Blackout (4-Nov-06 ) London 

(28-Aug-03), Denmark/Sweden (23-Sep-03), Italy (28-Sep-03), Greece 

(12-Jul-04) , Australia (14-Mar-05) ,Moscow (25-May-05. 

ÅCascading outages and large blackouts in 

future networks: 
ï Remote renewable resources 

ï Insufficient increase of transmission capacity (weak connections) 

ï Exacerbate stability problems 

ïUnexpected events: natural, terrorism, failures in control and protective 

devices, etc 

ï Human errors. 
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ICT Implementation Aspects for Smart Grid Protection 

Introduction 

Different Dynamic behaviour 



Å Create a Corrective Control 

Scheme (CCM) based on 

coordinated real-time 

frequency for prevention of 

frequency instabilities and 

catastrophic events using 

Synchronised Measurement 

Technology (SMT) 
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Corrective Control Scheme (CCM) 
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Sequence of Operations and Events 

Basic Sequential Task Approach 
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Disturbance Monitoring Scheme (DMS) 

Disturbance Monitoring Scheme (DMS) 
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Disturbance Monitoring Scheme (DMS) 
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Corrective Control Scheme (CCS) 

Corrective Control Scheme (CCS) 
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Corrective Control Scheme (CCS) 

Disturbance Monitoring Scheme (DMS) 
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Corrective Control Scheme (CCS) 

Disturbance Monitoring Scheme (DMS) 
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Intelligent Control Islanding: Concept 

Intelligent Control Islanding (ICI) 

Intelligent Adaptative Ordered

ÅIntelligent Islanding performs online calculation 

and centralized control from a system point of 

view. 

ÅThe basic theories and algorithms for searching 

active splitting strategy are different from 

those for traditional splitting. 
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Intelligent Control Islanding: The Problem 

ÅThe solution of the Intelligent Islanding Problem (SSP) is 

decomposed into two tasks:  

ÅWhere to split?  

ÅHow to split? 

Intelligent Control Islanding

(ICI)

Where Split? How split?
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Islanding Execution 

ÅTo determine the proper moment and sequence of switch 

operations. 

 

 

 

 

 

ÅOptimal low frequency demand corrective control. 

Islanding Execution 

(IE)

When Island? How Island first?
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Islanding Execution 

ÅIf it necessary this emergency control is used to stabilize 

islands. 

ÅLoad/Generation actions to reach a stable operation. 

Island Emergence Control 

(IEC) 
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Sequence of Operations and Events  -PROPOSED- 
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Concept of Adaptive Low Frequency Demand Control 

Block diagram 
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Malaysia TNB System Example 

Loss of a single generating unit 
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Malaysia TNB System Example 

Loss of a single generating unit 
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